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Data protection: How things stand

Everything is fines...
Over €4.5B in GDPR fines since 2018

Source: www.enforcementtracker.com/?insights, retrieved 2024/07/10

... but not everything is fine
A vast majority of websites are still non-compliant

Source: Bollinger et al. (2022)
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Enforcing ex-ante rather than ex-post

Privacy by Design...

Source: Cavoukian (2009)

... is a legal obligation

Data protection by design and by default.

[T]he controller shall [...] implement appropri-
ate technical and organisational measures [...]
to meet the requirements of this Regulation.

— Art. 25(1) GDPR

Hublet, Basin, and Krstić — User-Controlled Privacy: Taint, Track, and Control 2 / 10

https://privacysecurityacademy.com/wp-content/uploads/2020/08/PbD-Principles-and-Mapping.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016R0679


Enforcing ex-ante rather than ex-post

Privacy by Design...

Source: Cavoukian (2009)

... is a legal obligation

Data protection by design and by default.

[T]he controller shall [...] implement appropri-
ate technical and organisational measures [...]
to meet the requirements of this Regulation.

— Art. 25(1) GDPR

Hublet, Basin, and Krstić — User-Controlled Privacy: Taint, Track, and Control 2 / 10

https://privacysecurityacademy.com/wp-content/uploads/2020/08/PbD-Principles-and-Mapping.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016R0679


Enforcing ex-ante rather than ex-post

Privacy by Design...

Source: Cavoukian (2009)

... is a legal obligation

Data protection by design and by default.

[T]he controller shall [...] implement appropri-
ate technical and organisational measures [...]
to meet the requirements of this Regulation.

— Art. 25(1) GDPR

Hublet, Basin, and Krstić — User-Controlled Privacy: Taint, Track, and Control 2 / 10

https://privacysecurityacademy.com/wp-content/uploads/2020/08/PbD-Principles-and-Mapping.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016R0679


Key privacy aspect: Consent- and purpose-based usage

Example: Data usage policy

, :Aqh
(1) no that tweet is used for marketing purposes

(2) for analytics purposes, such data can be sent only to trustedanalytics.com
(3) she posts the tweet, it can only be used for service purposes

We present the first approach supporting
▶ Tracking of data in applications, through Information Flow Control (IFC) and
▶ Data usage policies that are
R1. User-specified : users give and revoke consent
R2. Per-input : different inputs are subject to different restrictions
R3. Time-dependent : restrictions change over time
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Taint & Control: Runtime Enforcement

In both the Taint and Control phases, events are generated, timestamped, and logged:

Phase Event Description
Taint In( i ) The user inputs i

Control Out(u, p, o) The application outputs o to agent u for purpose p
Control Itf ( i , o) Input i interferes with (≈ influences) output o
i = unique taint for input i

Monitor: Enfpoly (Hublet et al., 2022). Policy language: Metric First-Order Temporal Logic (MFOTL).

Example: Supported policy

□
[
∀u, p, o, i. Out(u, p, o) ∧ Itf (i, o) ⇒ ♦[0,∞) In(i)

⇒ (p ≠ “Marketing") ∧ (p = “Analytics" ⇒ u = “trustedanalytics.com") ∧ (p = “Service" ⇒ ♦[0,1 week] In(i) )
]
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Track: Dynamic Information Flow Control

▶ New programming language PythonTTC with dynamic IFC that propagates unique taints (UTs)
▶ Inputs are marked with a single UT, data in memory/database with sets of UTs
▶ Supports introspection, i.e., checking whether output is allowed ahead of time→ see paper

Example

1.

2.

3.

4.

5.

6.

x, y, z = input()
if x == “Hi":

r = y + z
else:

r = “"
...

Variable Value UTs
x = ⟨

“Hi"

,

X

⟩
y = ⟨

“PE"

,

Y

⟩
z = ⟨

“TS"

,

Z

⟩
r = ⟨

“PETS"

,

X Y Z

⟩
pc = ⟨ ,

X

⟩

▶

▶

▶

▶
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Formal guarantees and proofs

In our paper, we:
▶ Model online applications as labeled transition systems
▶ Formalize interference between inputs and outputs
▶ Provide formal semantics for a core of PythonTTC
▶ Provide the semantics of the full TTC system (wrapper, monitor, applications)

Using Isabelle/HOL , we prove:

Theorem: 4.9

If the monitor is loaded with a policy P that is enforceable, Itf-monotonic, and independent of past out-
puts*, then any code running in TTC complies with P.

* see definitions in paper
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Artifact and empirical evaluation

Artifact: Reproduced

▶ Prototype web programming framework:
WebTTC (∼ 3500 loc) based on Python

▶ Three proof-of-concept applications:
▶ CMS
▶ Microblogging
▶ Health record manager

▶ Full mechanized formalization and proofs in
Isabelle/HOL (∼ 5000 loc)

Evaluation

▶ Successfully ported POC applications from
previous work

▶ Enforcement overhead of 1.5–2× over pure
Flask provided that pagination is introduced

▶ Performance comparable or better than
Jacqueline (Yang et al., 2016)
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Applications and future work

ESORICS’23
Applied WebTTC to enforce 10 GDPR requirements

Source: Hublet et al. (2023). Enforcing the GDPR. ESORICS’23.

▶ Optimizing tracking using static analysis
▶ TTC in distributed systems
▶ Anonymization and declassification
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Thank you for your attention!

If you are interested in this work, feel free to drop us an e-mail:

François Hublet francois.hublet@inf.ethz.ch
David Basin basin@inf.ethz.ch
Srđan Krstić srdan.krstic@inf.ethz.ch
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Track: Supporting introspection

▶ Policies are user-controlled — developers cannot simply assume a specific policy
▶ If programs cannot check what data can be output for what purpose, many outputs will be blocked
▶ Need to support introspection: check(x, u, p) with data x, user u, purpose p
▶ Requires ordering of taints: UT histories (see paper)

Example: Showing timeline in a microblogging app

1 def filter_check ( posts ):
2 posts2 = []
3 for post in posts :
4 posts2 += [post] if check (" Service ", me(), post) else []
5 return posts2
6
7 @route (’/<username >’)
8 def user_timeline ( username ):
9 posts = sql(" SELECT * FROM posts WHERE username = ?0", [ username ])

10 posts = filter_check ( posts )
11 ad = generate_ad ( posts ) if check (" Marketing ", me(), posts ) else generate_ad ([])
12 return render (" timeline .html",
13 {" posts ": (" Service ", posts ), "ad": (" Marketing ", ad )})
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Track: Support introspection (cont’d)

▶ The check(x, u, p) function calls the enforcer on the UTs of x
▶ Since the UTs of a variable may depend on personal data, this induces new information flows!
▶ Solution: IntroduceUT histories = lists of sets of UTs

Example

1.

2.

3.

4.

5.

6.

x, y, z = input()
if x == “Hi":

r = y + z
else:

r = “"
...

Variable Value UTs
x = ⟨

“Hi"

,

[ X ]

⟩
y = ⟨

“PE"

,

[ Y ]

⟩
z = ⟨

“TS"

,

[ Z ]

⟩
r = ⟨

“PETS"

,

[ X , Y Z ]

⟩
pc = ⟨ ,

[ X ]

⟩

▶

▶

▶

▶
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Track: Support introspection (cont’d)
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▶ Solution: IntroduceUT histories = lists of sets of UTs

Example

1.

2.

3.

4.

5.

6.

x, y, z = input()
if x == “Hi":

r = y + z
else:

r = “"
...

Variable Value UTs
x = ⟨ “Hi" , [ X ] ⟩
y = ⟨ “PE" , [ Y ] ⟩
z = ⟨ “TS" , [ Z ] ⟩
r = ⟨

“PETS"

,

[ X , Y Z ]

⟩
pc = ⟨ 2 ,

[ X ]

⟩

▶

▶

▶

▶
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Track: Support introspection (cont’d)

▶ The check(x, u, p) function calls the enforcer on the UTs of x
▶ Since the UTs of a variable may depend on personal data, this induces new information flows!
▶ Solution: IntroduceUT histories = lists of sets of UTs

Example

1.

2.

3.

4.

5.

6.

x, y, z = input()
if x == “Hi":

r = y + z
else:

r = “"
...

Variable Value UTs
x = ⟨ “Hi" , [ X ] ⟩
y = ⟨ “PE" , [ Y ] ⟩
z = ⟨ “TS" , [ Z ] ⟩
r = ⟨

“PETS"

,

[ X , Y Z ]

⟩
pc = ⟨ 2 , [ X ] ⟩

▶

▶

▶

▶
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Track: Support introspection (cont’d)

▶ The check(x, u, p) function calls the enforcer on the UTs of x
▶ Since the UTs of a variable may depend on personal data, this induces new information flows!
▶ Solution: IntroduceUT histories = lists of sets of UTs

Example

1.

2.

3.

4.

5.

6.

x, y, z = input()
if x == “Hi":

r = y + z
else:

r = “"
...

Variable Value UTs
x = ⟨ “Hi" , [ X ] ⟩
y = ⟨ “PE" , [ Y ] ⟩
z = ⟨ “TS" , [ Z ] ⟩
r = ⟨

“PETS"

,

[ X , Y Z ]

⟩
pc = ⟨ 3 , [ X ] ⟩

▶

▶

▶

▶
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Track: Support introspection (cont’d)

▶ The check(x, u, p) function calls the enforcer on the UTs of x
▶ Since the UTs of a variable may depend on personal data, this induces new information flows!
▶ Solution: IntroduceUT histories = lists of sets of UTs

Example

1.

2.

3.

4.

5.

6.

x, y, z = input()
if x == “Hi":

r = y + z
else:

r = “"
...

Variable Value UTs
x = ⟨ “Hi" , [ X ] ⟩
y = ⟨ “PE" , [ Y ] ⟩
z = ⟨ “TS" , [ Z ] ⟩
r = ⟨ “PETS" , [ X , Y Z ] ⟩

pc = ⟨ 3 , [ X ] ⟩

▶

▶

▶

▶
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Track: Support introspection (cont’d)

▶ The check(x, u, p) function calls the enforcer on the UTs of x
▶ Since the UTs of a variable may depend on personal data, this induces new information flows!
▶ Solution: IntroduceUT histories = lists of sets of UTs

Example

1.

2.

3.

4.

5.

6.

x, y, z = input()
if x == “Hi":

r = y + z
else:

r = “"
...

Variable Value UTs
x = ⟨ “Hi" , [ X ] ⟩
y = ⟨ “PE" , [ Y ] ⟩
z = ⟨ “TS" , [ Z ] ⟩
r = ⟨ “PETS" , [ X , Y Z ] ⟩

pc = ⟨ 3 ,

[ X ]

⟩

▶

▶

▶

▶
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Track: Support introspection (cont’d)

▶ The check(x, u, p) function calls the enforcer on the UTs of x
▶ Since the UTs of a variable may depend on personal data, this induces new information flows!
▶ Solution: IntroduceUT histories = lists of sets of UTs

Example

1.

2.

3.

4.

5.

6.

x, y, z = input()
if x == “Hi":

r = y + z
else:

r = “"
...

Variable Value UTs
x = ⟨ “Hi" , [ X ] ⟩
y = ⟨ “PE" , [ Y ] ⟩
z = ⟨ “TS" , [ Z ] ⟩
r = ⟨ “PETS" , [ X , Y Z ] ⟩

pc = ⟨ 6 ,

[ X ]

⟩

▶

▶

▶

▶
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Track: Support introspection (cont’d)

▶ The check(x, u, p) function calls the enforcer on the UTs of x
▶ Since the UTs of a variable may depend on personal data, this induces new information flows!
▶ Solution: IntroduceUT histories = lists of sets of UTs

Example

6.

7.

8.

9.

10.

if check(r, “Alice", “purp"):
s = r

else:
s = “"

...

Variable Value UTs
r = ⟨ “PETS" , [ X , Y Z ] ⟩
s = ⟨

“"

,

[ X ]

⟩
pc = ⟨ 6 ,

[ X ]

⟩

▶

▶

▶
Can X be output to “Alice" for purpose “purp"?Can Y and Z be output to “Alice" for purpose “purp"?
Already checked UTs = [ X ]
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Track: Support introspection (cont’d)

▶ The check(x, u, p) function calls the enforcer on the UTs of x
▶ Since the UTs of a variable may depend on personal data, this induces new information flows!
▶ Solution: IntroduceUT histories = lists of sets of UTs

Example

6.

7.

8.

9.

10.

if check(r, “Alice", “purp"):
s = r

else:
s = “"

...

Variable Value UTs
r = ⟨ “PETS" , [ X , Y Z ] ⟩
s = ⟨

“"

,

[ X ]

⟩
pc = ⟨ 6 ,

[ X ]

⟩

▶

▶

▶

Can X be output to “Alice" for purpose “purp"?

Can Y and Z be output to “Alice" for purpose “purp"?
Already checked UTs = [ X ]
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Track: Support introspection (cont’d)

▶ The check(x, u, p) function calls the enforcer on the UTs of x
▶ Since the UTs of a variable may depend on personal data, this induces new information flows!
▶ Solution: IntroduceUT histories = lists of sets of UTs

Example

6.

7.

8.

9.

10.

if check(r, “Alice", “purp"):
s = r

else:
s = “"

...

Variable Value UTs
r = ⟨ “PETS" , [ X , Y Z ] ⟩
s = ⟨

“"

,

[ X ]

⟩
pc = ⟨ 6 ,

[ X ]

⟩

▶

▶

▶

Can X be output to “Alice" for purpose “purp"? Monitor: Yes.

Can Y and Z be output to “Alice" for purpose “purp"?
Already checked UTs = [ X ]
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Track: Support introspection (cont’d)

▶ The check(x, u, p) function calls the enforcer on the UTs of x
▶ Since the UTs of a variable may depend on personal data, this induces new information flows!
▶ Solution: IntroduceUT histories = lists of sets of UTs

Example

6.

7.

8.

9.

10.

if check(r, “Alice", “purp"):
s = r

else:
s = “"

...

Variable Value UTs
r = ⟨ “PETS" , [ X , Y Z ] ⟩
s = ⟨

“"

,

[ X ]

⟩
pc = ⟨ 6 ,

[ X ]

⟩

▶

▶

▶
Can X be output to “Alice" for purpose “purp"?

Can Y and Z be output to “Alice" for purpose “purp"?
Already checked UTs = [ X ]
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Track: Support introspection (cont’d)

▶ The check(x, u, p) function calls the enforcer on the UTs of x
▶ Since the UTs of a variable may depend on personal data, this induces new information flows!
▶ Solution: IntroduceUT histories = lists of sets of UTs

Example

6.

7.

8.

9.

10.

if check(r, “Alice", “purp"):
s = r

else:
s = “"

...

Variable Value UTs
r = ⟨ “PETS" , [ X , Y Z ] ⟩
s = ⟨

“"

,

[ X ]

⟩
pc = ⟨ 6 ,

[ X ]

⟩

▶

▶

▶
Can X be output to “Alice" for purpose “purp"?

Can Y and Z be output to “Alice" for purpose “purp"? Monitor: No.
Already checked UTs = [ X ]
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Track: Support introspection (cont’d)

▶ The check(x, u, p) function calls the enforcer on the UTs of x
▶ Since the UTs of a variable may depend on personal data, this induces new information flows!
▶ Solution: IntroduceUT histories = lists of sets of UTs

Example

6.

7.

8.

9.

10.

if check(r, “Alice", “purp"):
s = r

else:
s = “"

...

Variable Value UTs
r = ⟨ “PETS" , [ X , Y Z ] ⟩
s = ⟨

“"

,

[ X ]

⟩
pc = ⟨ 6 , [ X ] ⟩

▶

▶

▶
Can X be output to “Alice" for purpose “purp"?

Can Y and Z be output to “Alice" for purpose “purp"? Monitor: No.
Already checked UTs = [ X ] =⇒ check(r, “Alice", “purp") = ⟨False, [ X ]⟩
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Track: Support introspection (cont’d)

▶ The check(x, u, p) function calls the enforcer on the UTs of x
▶ Since the UTs of a variable may depend on personal data, this induces new information flows!
▶ Solution: IntroduceUT histories = lists of sets of UTs

Example

6.

7.

8.

9.

10.

if check(r, “Alice", “purp"):
s = r

else:
s = “"

...

Variable Value UTs
r = ⟨ “PETS" , [ X , Y Z ] ⟩
s = ⟨

“"

,

[ X ]

⟩
pc = ⟨ 9 , [ X ] ⟩

▶

▶

▶
Can X be output to “Alice" for purpose “purp"?Can Y and Z be output to “Alice" for purpose “purp"?
Already checked UTs = [ X ]
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Track: Support introspection (cont’d)

▶ The check(x, u, p) function calls the enforcer on the UTs of x
▶ Since the UTs of a variable may depend on personal data, this induces new information flows!
▶ Solution: IntroduceUT histories = lists of sets of UTs

Example

6.

7.

8.

9.

10.

if check(r, “Alice", “purp"):
s = r

else:
s = “"

...

Variable Value UTs
r = ⟨ “PETS" , [ X , Y Z ] ⟩
s = ⟨ “" , [ X ] ⟩

pc = ⟨ 9 , [ X ] ⟩

▶

▶

▶
Can X be output to “Alice" for purpose “purp"?Can Y and Z be output to “Alice" for purpose “purp"?
Already checked UTs = [ X ]
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Track: Support introspection (cont’d)

▶ The check(x, u, p) function calls the enforcer on the UTs of x
▶ Since the UTs of a variable may depend on personal data, this induces new information flows!
▶ Solution: IntroduceUT histories = lists of sets of UTs

Example

6.

7.

8.

9.

10.

if check(r, “Alice", “purp"):
s = r

else:
s = “"

...

Variable Value UTs
r = ⟨ “PETS" , [ X , Y Z ] ⟩
s = ⟨ “" , [ X ] ⟩

pc = ⟨ 9 ,

[ X ]

⟩

▶

▶

▶
Can X be output to “Alice" for purpose “purp"?Can Y and Z be output to “Alice" for purpose “purp"?
Already checked UTs = [ X ]
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Track: Support introspection (cont’d)

▶ The check(x, u, p) function calls the enforcer on the UTs of x
▶ Since the UTs of a variable may depend on personal data, this induces new information flows!
▶ Solution: IntroduceUT histories = lists of sets of UTs

Example

6.

7.

8.

9.

10.

if check(r, “Alice", “purp"):
s = r

else:
s = “"

...

Variable Value UTs
r = ⟨ “PETS" , [ X , Y Z ] ⟩
s = ⟨ “" , [ X ] ⟩

pc = ⟨ 10 ,

[ X ]

⟩

▶

▶

▶

Can X be output to “Alice" for purpose “purp"?Can Y and Z be output to “Alice" for purpose “purp"?
Already checked UTs = [ X ]
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